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Warning & Copyright Notice

This Guide has been provided to you by the author and publisher, Paul W. Ellis of Reading, UK, for your personal use only.

The Guide is copyright and may not be copied (other than a copy for your personal use), distributed, published or resold in whole or part in any form.

Any breach of this copyright will be dealt with as provided by law.  Any unauthorised distribution or sale of this Guide or any part thereof via eBay or other auction or sales organisations will also be dealt with through the rules of such organisations.

©2003 Paul W Ellis

Disclaimer

The information and advice given in this Guide and any subsequent Client Alert is provided in good faith but cannot be guaranteed to be accurate since conditions in the eBay marketplace are constantly changing.  There may also be errors and omissions that could affect the advice given or the conclusions drawn.

You may use the information as a general warning and guide, but you must make your own investigations and use your own judgement before taking action with regard to any eBay (or other) transaction in which you are involved.

I hereby disclaim any and all responsibility for any loss or damage that a user of this Guide or Client Alerts may suffer through reliance on the material presented therein even if the information or advice provided should prove to be inaccurate or inappropriate in any way.

Paul Ellis, July 2003

eBay & PayPal Friday Shutdown

Every Friday morning eBay & PayPal worldwide shut down for maintenance for two hours from 1:00 AM to 3:00 AM PST (Pacific Standard Time).

Unfortunately, for the UK this is 9:00 AM to 11:00 AM 

I often forget this and think that my Internet connection has gone down!

Recent Client Alerts

I send out to Clients, from time to time, “Safe Surfer” alerts by email about new scams on eBay, especially if they have features that may not be covered explicitly in the Guide.  I add them to the Guide here so that new Clients may also see the information.  Ultimately, I will update the Guide and incorporate the alerts into it.

Alert of 23rd June 2003 – spoof email from eBay

Dear Buyer's Guide Client,

One of my clients today brought to my attention an email he had received from a Plasma TV Seller (one of the many current scam artists) that was made to look as if it had come from eBay.

It appeared to have been sent by "moreinfo@ebay.com" (a fictitious eBay address) and encouraged the buyer to send money by Western Union but not to make a bid!  If the perpetrator had not been illiterate it might have been totally convincing to unsuspecting buyers.  Note the use of copied standard eBay promotional messages at the end of the email.

The seller may have had his ID stolen.  His plasma TV auction is no longer in the eBay records and he is still trading routine items and has exemplary feedback.

This totally bogus message is a serious fraud.  The email was as follows (I've deleted my clients name and the Seller’s name):

-----Original Message-----
From: moreinfo@ebay.com [mailto:moreinfo@ebay.com]
Sent: Wednesday, June 18, 2003 16:21
To: [eBay Member]
Subject: A26 TKO NOTICE[Seller’s ID]

Dear[eBay Member's ID & email address]

We have been asked by [Seller’s ID] to inform you about the legitimacy of his account and transactions.

We advise to close this specific transaction, the new Western Union and eBay security system allows you to close transactions safely.

We have the item in our warehouse and it will be shipped to your address from eBay central in LONDON,UK, when the seller have confirmed the payment by Western Union wire transfer. You will not be allowed to bid or "Buy it now" until payment is completed. We adopted this method for both, buyer´s and seller´s, protection.

We insured the total price of the items sold by this seller and advise you to close the transaction.

Thank you for your patience on this subject.

SafeHarbor (Rules & Safety)

Here is what to do next:
- The buyer and seller should contact each other within three business days to complete the sale. Buyers should send payment directly to the seller by Western Union wire transfer. - If you need help, click here:
http://cgi3.ebay.com/aw-cgi/eBayISAPI.dll?MemberSearchShow
*******************************************************************************
- BUY IT NOW!  eBay's new buyer feature
A NEW and EASY way to do all your shopping on eBay! With Buy It Now, you can buy an item at a seller's specified price and immediately end an auction. To learn more, click here:
http://pages.ebay.com/services/buyandsell/buyitnow-buyer.html
*******************************************************************************
Remember: eBay will not ask you for sensitive personal information such as your password, credit card and bank account numbers in an email. Learn more about how to protect your account at http://pages.ebay.com/help/account_protection.html.


Copyright © 1995-2003 eBay Inc. All Rights Reserved.
Designated trademarks and brands are the property of their respective
owners.
eBay and the eBay logo are trademarks of eBay Inc.

END OF MESSAGE

So beware of messages that appear to come from eBay:

1.    eBay would never comment on a members "legitimacy" or anything else.
2.    The "new Western Union and eBay security system" does not exist.
3.    eBay would never suggest that you should pay before bidding.
4.    There is no "protection" of the Buyer by paying without bidding, but the Seller avoids eBay fees (because they will never let you bid, having control of the "restricted bidders list")
5.    eBay does not insure items.
6.    eBay would never advise you to close a transaction.

And also beware of transactions where the Seller is registered in the USA (where many member IDs get stolen), or another overseas country, yet the "Location" of the Item is shown as UK (I saw one recently located in "Briston", UK).  If the money also has to go to Italy by Western Union then all the red lights are on!

Best wishes and safe bidding!

Paul Ellis

Alert of 26th June 2003 – home theatre scams

Dear Buyers' Guide Clients,

The Plasma TV scam is now appearing in Home Theatre as well, with some
Sellers selling both Plasma TV and Bose Home Theatre systems, "Bose
Lifestyle 50" seems to be the most popular with the scammers.

Some are obvious - Restricted Bidder List, Seller registered in the US -
should be familiar to you by now!

Some are not so obvious:  Registered in the UK in 1998, now based in Canada
and selling watch glasses successfully in US$ for a long time - suddenly
offering ten wholesale lots of five Bose Systems for £6000!  Most likely a
stolen ID.  In this auction the feedback showed that all of the Seller's
items had been suddenly "bought" by one bidder.  This was probably done so that the
scammers wouldn't be confused by emails from watch-glass bidders and give
the game away!

Sometimes the only clue may be a price in £ but mention of $ in the
description.

Just search for "Bose" and you'll see them, although I think eBay has
already cancelled some.

Safe surfing on eBay!

Paul

Alert of 29th June 2003 – a scammer tells all!

Note – these auctions may still be there.  Search for Canon EOS UK Seller
Dear Buyers Guide Client,
 

The scams in Plasma TV and Home Theatre, that I advised you about last week, have now spread into high end Digital Cameras, but in a new form.  This item:

 

NEW CANON EOS 1D DIGITAL CAMERA UK SELLER £1 

 

is one of the new ones.  This is a very clever variant in which the Seller goes to great lengths to tell you about the current scams involving Western Union and Italian/Spanish accounts and includes a supposed email from an eBay member telling how he was stung and how grateful he is that this Seller is telling everyone about the scam!  (I can't trace the eBay member.)

 

He also offers collection!  (I wonder how he gets out of that when the time comes.)

 

Then check these things:  The Seller is registered in the US.  This is the first time he has sold Digital Cameras.  His feedback includes an interesting negative and there is also an interesting Cancellation in the Bid History!

 

Best wishes,

 

Paul

 

Second Alert of 29th June 2003 – a scammers website?

Dear Buyers Guide Client,

 

A client sent me some information regarding scams in the Plasma TV, Video Projectors, Camcorders & Cameras, Home Theater (note sp.) and Notebook Computers.

 

Apparently some scammers, when their auctions get pulled by eBay, will email bidders with an offer to purchase using Western Union, etc (you know the drill!).  They invite you to check out their website: www.locce.com
 

I suggest that you have a look - it seems quite professional at first, but I believe that looks may be somewhat deceiving!

 

Best wishes,

 

Paul

Alert of 9th July 2003 – A new approach by scammers
 

The Plasma TV/Digital Camera/Laptop/Home Theatre scams are mutating!

 

One client as just brought to my attention a new twist.  Instead of posting an auction on eBay, the scammer, hi-jacks the eBay ID (usually US) of a member with good feedback, changes his password, email address and sometimes his ID too.

 

He then looks at the bid histories of high value genuine auctions until he finds his target:  a bidder who didn't win but wasn't far behind.  He then uses the eBay service to email a member (just click on his ID) and say (out of the blue) that he has just the item you're looking for!  He may simply cut and paste the auction title to make sure he gets the words right (given that he may be Romanian).  He offers exactly what you were bidding for at a price between your bid and the winning bid.

 

You then respond to the email and now he has your email address and starts to draw you in!  The rest of the story will be similar to those described in the Guide - Western Union payment, everything done outside of eBay etc.

 

The particular scam reported to me was fairly obvious because the "seller" purported to have a new and boxed model of a camera that hasn't been made for many, many years (and a 1 year warranty too)!

 

Best wishes,

 

Paul

Alert of 18th July 2003 - Stolen Ids & Spoof Emails 

To obtain passwords and so steal an eBay or PayPal member's ID, the scammers often use "spoof" emails purporting to come from eBay or PayPal.

One new spoof email encourages you to complete a form with your user name and passwords in order to be entered in a draw for a car!

Such emails can be quite convincing, as you will see below.  First, here is eBay’s advice from the Community Forum in April:

++++++++++++++++++++++++++++++++++++++++++++++++++++++

***Community Safety Tip*** 

Date: 02/04/2003   Time: 09:07:39 BST 

It is important to keep in mind some basic safety tips when using the Internet. At eBay, we are continually finding ways to protect your privacy and your user account, but it is still important for you to be diligent and watchful. 

Please be cautious of emails that are made to appear to come from eBay, and direct you to a website asking you to submit personal information such as your credit card number or your eBay password. These spoofed emails and websites are not a part of our site. If you receive or suspect you have received such an email, do not respond to it. Immediately send a copy of it to spoof@ebay.co.uk
Please note the following:

* eBay will never ask you for your private information, such as credit card information or your account password, in an e-mail. 

* eBay will never send you any request or solicitation from a non-eBay email account or provide a link outside of eBay for entering credit card or other private information.

* eBay will never ask you to download a file in an email.

At a genuine eBay sign-in or login page, the URL (link) that appears in the Address/Location field of your browser will begin with "http://cgi.ebay.co.uk/" or "http://cgi3.ebay.co.uk/". For a more complete list of eBay sign-in URLs, and for more helpful tips, visit our User Account Protection page.

Best Wishes, 

eBay UK 

++++++++++++++++++++++++++++++++++++++++++++++++++++++

If you receive what you feel may be a spoof email, send it to spoof@ebay.co.uk with full headers for investigation.  Email me for help if you don't know how to do this.

Hyperlinks may appear to be valid, but a hyperlink can be made to display anything, so that when it is clicked, you are taken to a spoof eBay look-alike site and anything you enter in the way of username and password is logged. If you feel that you have been fooled into giving these details, CHANGE YOUR PASSWORD IMMEDIATELY!  If you hesitate for a moment, the scammers will have changed it already and you will be locked out of your account while they commit fraud in your name!

Here are some real examples of spoof emails (with eBay IDs removed) from the eBay Forum:

----- Original Message ----- 

From: aw-confirm@eBay.co.uk 

To: *************@virgin.net 

Sent: Tuesday, July 01, 2003 12:06 PM

Subject: aw-confirm@eBay.co.uk

Dear eBay user 

It has come to our attention that your registration details have become incomplete due to a technical problem which has now been fully resolved. Please immediately visit http://213.122.8.18 to complete and confirm your registration details. 

Kind regards 

eBay Community Support 

++++++++++++++++++++++++++++++++++++++++++++++++++++++

Dear eBay user 

"Recently we attempted to authorize payment from your credit card we have on file for you, but it was declined. 

For security purposes, our system automatically removes credit card information from an account when there is a problem or the card expires. 

Please resubmit the credit card, and provide us with new and complete information. To resubmit credit card information via our secure server, click the following link:

http://cgi3.ebay.com/aw-cgi/eBayISAPI.dll?SignIn 

This is the quickest and easiest method of getting credit card information to us. Using the secure server will ensure that the credit card will be placed on account within 24 hours. 

Copyright 1995-2002 eBay Inc. "

++++++++++++++++++++++++++++++++++++++++++++++++++++++

Dear eBay user,

During our regular update and verification of the accounts, we could not verify your current information. Either your information has changed or it is incomplete.

As a result, your access to bid or buy on eBay has been restricted. To start using fully your eBay account, please update and verify your information by clicking the link below :

https://cgi3.ebay.com/aw-cgi/eBayISAPI.dll?VerifyInformation

Regards,

eBay Inc.

++++++++++++++++++++++++++++++++++++++++++++++++++++++

Dear eBay User,

This is our new yearly check up to review inactive accounts, so that if these accounts remain inactive they can be  deleted from our system. Please click on the following link to confirm that you are still an active eBay user.

http://signin.ebay.co.uk/aw-cgi/eBayISAPI.dll?SignIn 

Regards,

eBay UK

++++++++++++++++++++++++++++++++++++++++++++++++++++++

Dear eBay User 

This is our yearly process to screen inactive/stale accounts so we can delete these accounts leaving the usernames free for new users.

Please click on the following link and enter your eBay username and password to confirm you are still an active eBayer.

http://signin.ebay.co.uk/aw-cgi/eBayISAPI.dll?SignIn

Regards,

Accounts Department

eBay, UK 

++++++++++++++++++++++++++++++++++++++++++++++++++++++

Sent: Tuesday, June 17, 2003 3:10 PM

Subject: eBay Inc. Yearly Update Your Records

Dear valued eBay member: 

It has come to our attention that your eBay billing updates are out of order. If you could please take 5-10 minutes out of your online experience and update your billing records you will not run into any future problems with the online service. However, failure to update your records will result in account termination. Please update your records by June 17th. 

Once you have updated your account records your eBay session will not be interrupted and will continue as normal. Failure to update will result in cancellation of service, Terms of Service (TOS) violations or future billing problems. 

To update your eBay records click here: 

http://cgi1.ebay.com/aw-cgi/ebayISAPI.dll?UPdate 

++++++++++++++++++++++++++++++++++++++++++++++++++++++

From: eBay Customer Support 

Sent: Saturday, July 05, 2003 5:22 PM

Subject: NOTICE eBay Obligatory Verifying - Invalid User Information

Dear Ebay user, 

We regret to inform you that your home phone number had an error on Ebay Inc. databases. 

We use your phone number for your identification purpose only. If the requested information is not provided to us then we will regret to inform you that your account will be suspended from our database until required information is provided. 

* Invalid User Information - Our records show that there are some discrepancies with the information that you registered with on our service. Due to this violation your account will be suspended indefinitely from the site until valid 

information can be provided.* 

Due to the suspension of this account, please be advised you are prohibited from using eBay in any way. This includes the registering of a new account.  Please note that this suspension does not relieve you of your agreed-upon obligation to pay any fees you may owe to eBay. 

To provide us with your phone number, just click the link below and 

Please complete this forum. 

http://signin.ebay.com/aw-cgi/eBayISAPI.dll?SignIn 

Regards, 

Ian 

eBay SafeHarbor 

++++++++++++++++++++++++++++++++++++++++++++++++++++++

Dear PayPal Member,

This email was sent by the PayPal server to re-verify your e-mail address and to update your profile information on PayPal. You must complete this process by clicking on the link below and entering the information from your profile. This is done for your protection --- becaurse some of our members no longer have access to their email addresses and we must verify it.

To update your profile information and access your account, click on the link below. If nothing happens when you click on the link (or if you use AOL), copy and paste the link into the address bar of your web browser.

https://www.paypal.com:ac=AwWI5HUK5eOcxVMmH984XvzwKJFjdLEHSTJVGieOuKMe2C9@KI54fT.WoRlDiSpNeTwOrK.CoM/i.CgI?"[email address removed]"

The link will take you to our Verify Your Identity page. Fill in the appropriate fields to update your profile information and Security Questions, and click Submit. You will then be able to access your account.

Thanks for using PayPal!

Please do not reply to this e-mail. Mail sent to this address cannot be 

answered. For assistance, log in to your PayPal account and choose the 

"Help" link in the footer of any page.

----------------------------------------------------------------

PROTECT YOUR PASSWORD

NEVER give your password to anyone and ONLY log in at

https://www.paypal.com. Protect yourself against fraudulent 

websites by checking the URL/Address bar every time you log in.

---------------------------------------------------------------- 

++++++++++++++++++++++++++++++++++++++++++++++++++++++

From : 

aw-confirm@eBay.com 

To : 

[your email address] 

Subject : 

Account Informations ! 

Date : 

Thu, 10 Jul 2003 20:52:25 +0300 

We regret to inform you that your eBay account could be suspended if you don't resolve your problems. To resolve this problems please click here and login into your account in order to resolve your the problems. If your problems could not be resolved your account will be suspended for a period of 3-4 days, after that it will be again operational.

Per the User Agreement, Section 9, we may immediately issue a warning, temporarily suspend, indefinitely suspend or terminate your membership and refuse to provide our services to you if we believe that your actions may cause financial loss or legal liability for you, our users or us. We may also take these actions if we are unable to verify or authenticate any information you provide to us.

Due to the suspension of this account, please be advised you are prohibited from using eBay in any way. This includes the registering of a new account.

Please note that this suspension does not relieve you of your agreed-upon obligation to pay any fees you may owe to ebay.

Regards,

Safeharbor Department

eBay, Inc.

--

eBay

[The rest is a pretty good mock-up of a sign-in link. Poor English though]

++++++++++++++++++++++++++++++++++++++++++++++++++++++

Alert of 19th July 2003 – Buyers Guidelines

Dear Buyers Guide Client,

I am issuing this alert to pull together a few strings that will be covered more effectively in the 4th Edition at some stage.

Here are six warning signs of current frauds in high value consumer electronics, digital cameras, etc.  Not all may be present in every fraud, but if ANY are present you must be cautious and do more research into your seller as described in the Guide.

1.  Restricted Bidder List: Investigate the Seller. Be suspicious. Check his feedback and see if he has sold anything like the item in question.  If not, suspect a stolen ID.  If you contact a Seller and he offers to deal outside of eBay, or won't put you on the bidder list, do not deal.

2.  Seller in the USA or Germany (sometimes UK), price in £, location perhaps somewhat odd, like "Buy It Now", London.  Investigate further as above - check feedback for the types of items sold by the Seller.  If they are totally different to the current item, suspect a stolen ID.

3.  If you see "Email me for the Buy It Now price" it is almost certainly a fraud.

3.  If a Seller registered in the US or UK turns out to be actually based in Italy, Spain, Romania, or anywhere else - DON'T USE WIRE TRANSFER.  There needs to be a cast iron explanation before you should consider sending money by wire other than to the country of eBay registration.

4.  If a Seller requests a Western Union transfer outside of your country, rather than a PayPal payment, take a deep breath and expect to wave goodbye to your cash.  PayPal may have its faults, but if you use PayPal with your credit card you have a much better chance of compensation if anything goes wrong.

5.  If an escrow service is suggested by the Seller - check it out as described in the Guide or suggest one of your own.  There are so many fraudulent escrow agencies (just names with a spoof web site really) that it isn't funny.

6.  Don't deal with anyone called William (or anything else) who ends his emails with "Have a nice evening!"

Several people have contacted me today with stories of having been ripped off for £1000-£2000.  Please don't join them!

Best wishes for safe surfing!

Paul

Alert of 22nd July 2003 - eBay and FBI admit spoof email problem

Dear Buyers’ Guide Client,

eBay posted an announcement on its US site on Monday 21st July warning about spoof emails (see Client Alert of 19th July) and giving this link to its "Security Center":

http://pages.ebay.com/help/resolving-concerns.html
As you can see, the link is to the US site.  I can't find an equivalent for the UK, but you may wish to use this link to report fraud.  Whether it will be quicker than the normal UK routes given in the Guide I doubt, because they may just refer you back to UK Customer Service anyway.

The FBI press release of 21st July also gives some advice to consumers (mostly covered already in the Guide) and explains some of the technicalities.  It is here:

http://www.fbi.gov/pressrel/pressrel03/spoofing072103.htm
Safe surfing!

Paul

Alert of 27th July 2003 - Western Union

Dear Buyers’ Guide Client,

Western Union is by all accounts a very useful way of sending emergency funds to friends and relatives abroad.  I understand that its record in achieving this safely is excellent.

However, when it comes to sending funds abroad to complete strangers the possibility of fraud can be very high, as this press article and some facts from Western Union themselves will illustrate.

This is an edited version of an article that appeared in the Canadian press last November.  After this article I have given some interesting information drawn from Western Union’s web site and elsewhere.

QUOTE

Thu, November 28, 2002 

Canadians wanted for wire counter fraud

By Brian Daly -- Canadian Press

Federal prosecutors in several U.S. cities have either issued arrest warrants or were preparing to do so for 35 Canadians, said RCMP Const. Sylvain L'Heureux.  Four of the suspects are former operators of Montreal-based money-transfer agencies that were shut down by the Mounties this year, he said. 45 cash-transfer outlets in Montreal have been shut down this year. Sister task forces in Toronto and Vancouver also have closed a number of shops in those cities, said L'Heureux. 

Money-runners are hired by scam artists to pick up money at Canadian cash counters from U.S. victims who believed they had won a lottery jackpot.  Telemarketers, sometimes aided and abetted by the money-counter operators themselves, use runners to pick up cash that has been wired to Canada from U.S. fraud victims.  

L'Heureux said the cash counters are ripe for abuse. They can be found in convenience stores, travel agencies and even beauty salons, allowing customers to move money virtually anywhere on earth within five minutes -- with few questions asked.

"We had grounds to believe that some money-counter operators were looking the other way," said L'Heureux, a member of a Montreal fraud squad that includes the Mounties and U.S. Customs.   Employees at the institutions themselves are often in on the scam, says the RCMP.

"Anything that has to do with fraud and the moving of money, this is the best way to do it.  If you try to follow the trail, it's tough because it goes from country to country real fast." 

Law-enforcement agencies on both sides of the border are combining forces to track down criminals who use money-transfer shops to ply their illicit trade.  The outlets, owned or operated by companies such as Western Union and TravelersExpress/MoneyGram, are popping up across Canada as bank branches become more scarce in many communities. 

Identification is often not needed to send amounts less than $1,000, making it easy for crooks to move funds anonymously. 

Western Union has been working with the Mounties to purge their company of crooked licensees. 

Western Union spokeswoman Wendy Carver-Herbert said   "We're committed to working with law enforcement to stop the use of our money transfer network as a tool for scamming innocent victims.”  She said all merchants applying for a Western Union operating licence must pass a rigorous credit and compliance check.  But the company doesn't conduct criminal background checks on applicants. Carver-Herbert said the company doesn't believe its industry is any more fraught with fraud than other sectors of the economy. 
END QUOTE
Alert of 27th July - continued

The following quotes are from various parts of the Western Union web site:  http://www.westernunion.com/  (The emphasis is mine.)
 

Western Union does not offer any type of "purchase protection" policy. Western Union's business is to transfer funds from a sender to a receiver.

 

We caution our customers against sending money to people they don't know. It is the sender's responsibility to know the party to which the funds are being sent. If a receiver presents proper identification, payment will be made. 
 

If you are purchasing goods or services and paying through the Western Union network, it is your responsibility to verify the reputation and legitimacy of the seller. Western Union is not responsible for the non-receipt or quality of any goods or services. 

 

To pick up the money, the receiver completes a "To Receive Money" form at any Western Union Agent location and provides proper identification or answers a test question. The agent then pays the transfer amount to the receiver. 

 

The "Test Question" feature in the Western Union Money Transfer® service is designed for emergency situations where the receiver does not have proper identification (e.g. his or her wallet and identification have been stolen). It should never be used as additional security to time or delay the payment of a transaction. In many locations, Western Union will pay the receiver whenever the receiver shows proper identification, even if the receiver does not know the answer to the test question.
 

Using a fictitious name or changing the Receiver name after the money transfer has been sent is not a guaranteed means of securing funds. If a receiver presents proper identification with the same name as on the money transfer, payment will be made. 
 

You may pick up your money transfer at any Agent location. You will need to complete a "To Receive Money" form with the following information: name, address, amount expected, as well as the sender's name, telephone number, city and state being sent from. Valid identification is also required. Some restrictions may apply. 

 

Remember that Western Union never acts as a guarantor of an auction buyer or seller's performance. 

 


How to pick up a Western Union Money Transfer Transaction:
 

The Money Transfer Control Number
To pick up a money transfer, you need to make sure you have a currently valid government-issued photo ID and know where to find a Western Union Agent location. The sender may also give you the Money Transfer Control Number (MTCN), which you can give to the Agent when picking up the funds.
 
Visit an Agent location
Proceed to your nearby Western Union Agent location to pick up your money.

 

Identify Yourself
At the Western Union Agent location, you will be asked to present a valid government-issued photo ID and complete a "To Receive Money" form. If you have the MTCN number from the sender, give it to the Agent as well.
 
Receive the Money
Once your identification has been checked, the money is yours. It's that easy.

Here is an edited version of the Liability Clause of Western Union’s UK Terms & Conditions: 


LIABILITY - Senders are cautioned against sending money to any person they do not know. Since the loss or damage the sender and/or receiver might suffer by reason of Western Union's failure to perform the sender's instructions may be more than the amount Western Union can reasonably charge and insure against, the liability of Western Union and its agents under this agreement, in negligence or in any other way, is limited to the greater of (a) the amount of any service charge and (b) £250, unless Western Union agrees in writing to change that limit. Western Union will always endeavour to perform its agreement with the sender, but Western Union and its agents cannot be held responsible for any failure to perform the sender's instructions as a result of circumstances which could reasonably be considered to be outside their control.

So, when a Western Union clerk in Italy hands over your £1500 to one of his friends on the basis of just the MTCN, even if you could prove negligence your maximum compensation would be £250.  If you couldn’t prove negligence, you’d get nothing from Western Union and, I suspect, nothing from your credit card company either!

Safe Surfing!

How this Guide will help you

This Guide has been written in response to the many requests that I have had from Buyers for help in using eBay online auctions.

The US eBay Help System has a “Contact Us” link on the page that is not available on the UK Help page, so the next four paragraphs don’t apply to the US.

The first piece of help I will give you is the link for sending an email to eBay Customer Support.  It is:  http://pages.ebay.com/help/basics/select-support.html
“Surely I could easily find that link on eBay myself”, you may be thinking.  I suggest that you try to find it yourself and let me know how long it takes and how many pages you have to wade through – and whether you find it at all!  Try right now, before I give you the next piece of advice!

If you are a newcomer (an eBay “newbie” or “zero” in the eBay jargon) you need to know how to get results from eBay’s Help system.  They have brought in a new “pop-up” help system that personally I don’t like.  Click “Help” at the top of any eBay page and see if you can find out from the help system how to contact Customer Support – I couldn’t!  There isn’t even an entry in the index for it, as far as I can see.

So here is the link to the old help system:  http://pages.ebay.com/help/index.html  If you scroll down that page to the bottom you’ll find the link to Customer Support that I gave you above, but would you have considered using the old help system?

Despite its quirks, eBay is a brilliant way to buy and sell just about anything.  On 2nd June 2003, eBay was hosting over 250,000 auctions – and that was just in the UK!  Since each auction takes place over a number of days, you have an opportunity to compare auction results for similar items.  You can quickly research the prices typically reached for an item that you are interested in and also check out the quality of the Sellers.

If you are new to eBay and this Guide was your first bid, you will find the Guide invaluable.  It will help you to make winning bids and show you how to avoid being cheated by rogue Sellers.  One of eBay’s “Community Values” is: “We believe people are basically good”  While it is true that most Sellers are honest, the chance of a novice eBay user being cheated is higher than you might think.  My view is caveat emptor: let the buyer beware!

If you have already bid on a few auctions but have never been successful, you will find bidding strategies here that will increase your chances of winning. 

If you have been stung by a seller who misrepresented his goods, failed to send the goods or cheated you out of some money for a worthless item, this Guide will help you to get your money back and avoid being cheated again.

Experienced eBay users who find that their winning proxy bids are often at the limit of the proxy, will be shown how to spot shill bidding (which breaks eBay rules) and how to retract their bids when they suspect it.

Items of interest to all are the sections on how to use feedback effectively, how to complain to eBay (without guidance, this can be very frustrating) and how to get help from other users.

Throughout this Guide I will use “he” when referring to a Seller or a Buyer.  Although most rogue Sellers that I have encountered have been male, I know of some female rogues too!

Phrases shown in quotations are direct quotes from the eBay website.

Errors and omissions excepted and feedback would be welcome!

Paul Ellis

July 28th 2003

What is eBay?

Firstly, let’s deal with what eBay is not.  eBay is not an auctioneer, nor is it an auction house.  An online auction bears very little relation to an auction carried out by an auctioneer in a real saleroom.  Experience in the real world of auctions will not help you in an eBay auction!  eBay is only a venue: “eBay acts as a venue which allows registered users to offer, sell, and buy just about anything, at any time, from anywhere”. 

eBay simply provides an electronic forum in which goods can be sold in various ways (Regular Auction, Reserve Auction, Dutch Auction, Buy It Now, Private Auction – these terms will be explained later).  

The descriptions of the items for sale are written by the Sellers, not by eBay – which has “no control over the quality, safety or legality of the items advertised, the truth or accuracy of the listings, the ability of sellers to sell items or the ability of buyers to buy items” and “is not involved in transactions between buyers and sellers”.

eBay makes its money by charging the Sellers a Listing Fee when they put an item up for sale, together with a percentage commission on successful sales and fees for optional extras.  These charges are relatively modest compared to those payable in a real saleroom auction and this encourages use of the system and allows items to be auctioned for as little as 1p!  There is no buyer’s premium, this being the first significant difference between the real world of auctions and eBay.

Because Buyers pay no fees to eBay, it is naturally Seller oriented.  Even when a Seller is shown to be acting suspiciously, unless a number of Buyers complain at the same time eBay may give the Seller the benefit of the doubt.  However, if a Seller is shown to be cheating eBay out of its fees he will be suspended immediately!

Here are some of the differences between a Saleroom auction and an eBay auction: 

  Saleroom



            eBay

	Commissions from Sellers & Buyers
	Commission from Sellers only

	Auctioneer takes the bids
	No Auctioneer

	All bids placed within minutes
	Bidding takes place over several days

	Bidding ends when “all done”
	Bidding ends at a fixed time

	Auctions relatively infrequent
	Auctions take place continuously

	The item may be seen and examined
	A photograph of the item may be seen

	Auctioneer prepares the description
	Seller prepares the description

	Other bidders not always obvious
	A list of bidders is available

	You can’t bid against yourself
	You can bid against yourself

	Bids cannot be retracted
	Bids can be retracted

	Bids cannot be equal
	Equal bids allowed (earliest prevails)

	Few auctions for low price items  
	Thousands of low price items auctioned daily

	Fraud is fairly rare 
	Fraud is not uncommon


The types of eBay auction

Regular auction

A Regular auction is the most common form of auction seen on eBay.  It follows most closely the form of a saleroom auction, but with major differences as shown in the table in the previous section.  A Seller places an item for auction in a chosen category.  He specifies a short Title and should provide a Description and photographs.  

The Seller specifies a First Bid amount, which can be as low as 1p, but can be any amount at which the Seller wishes to start the bidding.  He may also specify a non-disclosed Reserve price, below which the item will not be sold.  He also specifies how long the auction will last: 3, 5, 7 or 10 days.

In an eBay Regular auction there is one successful bidder – the bidder that bids the highest amount before the auction closes.  Due to the Proxy Bidding system it is possible to have two bids placed at the same value but not at the same time.  In this event, the bidder who placed the bid first takes precedence and, if these are the final bids at the close of the auction, this bidder will be the winner.

Reserve auction

This is simply a Regular auction with a hidden “reserve” price below which the item will not be sold.  The fact that there is a reserve price is shown beside the “Current bid” price and will be indicated by “reserve not yet met” or “reserve met”.  Some Sellers tell you the reserve price in their Description, but this is rare.

Sellers use a Reserve auction to protect them from having to sell at a loss-making price if there is little interest in their item.  If the bidding does not reach the reserve, they are not obliged to sell.

If, when bidding in such an auction, you finish as the highest bidder (or at least one of the highest bidders) but the reserve is not met, and if you think that the reserve may only be a few pounds higher than your bid, it can be worthwhile emailing the Seller to ask whether a deal can be done.  Since there is no sale through eBay, the Seller won’t have to pay the eBay final value fees and may well be prepared to sell you the item at or near your last bid without having to re-list it.  In such a case you will also have no redress through eBay if things go wrong, although this may not be such a major concern if you have already checked out the Seller (see later).

So even if you don’t like Reserve auctions, it can be worth bidding and keeping an eye on things, because they will tend to attract fewer buyers than Regular auctions and bargains can be found.

Dutch auction

A Dutch auction is used to sell multiple identical items at the same time.  The Seller will specify a First Bid amount and the number of items available.  Buyers may bid for one or more of the items at any price above First Bid.  At the close of bidding the items are sold to the highest bidders, but all these bidders pay the same amount for the item: the lowest amount bid by a successful bidder.

For example, suppose that four identical watches are offered in a Dutch auction and there are six bids:  £10, £10, £10, £6, £5, £5.  The four watches will be sold to the top four bidders for £6 each, the lowest of the top four bids.

In a Dutch auction there can be many successful bidders.  The bids may be of the same or different amount.  All the items are ultimately sold for the same amount.

Buy It Now!

The Buy It Now auction format is not really an auction at all.  One or more identical items are offered for sale at a fixed price.  No bidding is involved and it is first come, first served.

It is also possible to use Buy It Now in a Regular auction.  An item may be offered for bidding, with a First Bid amount and a Buy It Now price.  If a bidder offers the Buy It Now price, the auction ends immediately.  Sometimes a Buy It Now price is offered in an auction with a Reserve. In this case the Seller can also opt to remove the Buy It Now option once the Reserve is met, even though the Buy It Now price is necessarily higher than the Reserve.

Private auction

A Private auction is one in which the names of the bidders do not appear in the Bidding History list.  This makes it impossible to research the bidding history of the other bidders in order to evaluate the strength of the competition.  It also makes shill bidding very difficult to detect.

Avoid Private auctions unless you are certain that the Seller is honest and you understand why the auction is being held in private.

Finding an item to bid on

Search by Category

If you know the Category in which items of interest to you are likely to be listed, you can start on the eBay home page: http://pages.ebay.com/index.html
On the left hand side you will see the list of Major Categories.  Click on the one of interest and you will see subcategories and sub-subcategories.  Each has a number in parenthesis, showing the number of items currently for sale in that category.

Click on the subcategory of interest and a list of Item Titles will be shown, together with the approximate current bid level (often out of date on this page) the number of bids placed and the time remaining for bidding.  Click on the Item Title and the full description will appear together with the correct current bid amount.

The trouble with most searches by Category is that it results in a huge list.  For example, today there were 63,216 items for sale in the UK in the sub-category: Music: CDs Records and Tapes: CDs.  There are further sub-categories within CDs, such as Indie/Britpop but, with 5763 items in that category alone, a keyword search is the best plan!

Search by keywords (“basic search”)

If you can’t decide which Category to search, it is likely that Sellers will have the same difficulty in choosing a Category in which to list their item.  In this case a keyword search will be appropriate.  The page is: http://pages.ebay.com/search/items/basicsearch.html
You can get to it by clicking “Search” at the top of most eBay pages.  Enter key words in the “Search Title” box on the left, select from the drop-down menu “all of these words”, “any of these words” or “exact phrase”.  Now click the “Search” button on the right and the whole eBay UK  website will be searched for occurrences of the keywords in all current auction Titles.  If the list that results is too long, go back to the search page and enter some qualifying data such as price range and category.

From this page you can also search eBay auctions in other countries and specify a sort order for the results. An “Advanced Search” option is also available and you should try this to see if it helps in your search.  I find that I don’t often need to use it.

If you find that the lists of items are too short, try using fewer keywords or try searching the Title and Description (see below).

Search Title & Description

If you wish to search a little deeper you could try ticking the “search title & description” box below the keyword entry box.  However, you may need to search for very distinctive phrases in order to use this facility effectively.  To do this just put the phrase between quotation marks or use the “exact phrase” dropdown.

As an example of the use of this, in 2002 I was researching a particular scam that seemed to spreading from the US to the UK.  I searched in Title & Description for “under your arm” “sprinting” and clicked “All these words” in the drop-down and in the Location section selected “items available to any country”.  This search accurately produces all the examples of this scam, which is still running in the US, where there were 237 auctions active today (2nd June 2003) and almost all of these were for the same Seller!  I found no such auctions in progress in the UK today.

Search by Seller

Search by Seller and Search by Buyer are little used by most eBay members but, to my mind, this is where searching starts to get really interesting!  To find out what a Seller is offering and has offered for sale, on the basic search page click the “By Seller” tab.  Enter the Seller’s User ID and select how far back you wish to go into the completed items list.  I usually select “all” – this goes back 30 days.  The link to this page is: 

http://pages.ebay.com/search/items/search_seller.html
This search gives you an overview of the Seller’s level of activity, may give you some ideas about winning bid levels and can help in tracking down suspicious activity, like shill bidding.

Search by Buyer

If you are thinking of bidding on an item and you notice a bidder that you think may be your greatest competition, click on the “By Buyer” tab on the basic search page and use this search to find out his habits: http://pages.ebay.com/search/items/search_bidder.html
Enter the bidder’s User ID and select “Include completed items – Yes”.  You will be shown a list of all items that the bidder has bid on in the last 30 days.  Have a look at an item that he has won.  Click on the Item number then click the “bid history” link at the top right.  You will see the bids placed by the bidder.  We will deal with the interpretation of the bid history later, but for now just note any common features of his bids (bid amounts ending in odd pennies, for example) and the level of winning bids for relevant items.

Using Search by Seller and Search by Buyer will give you better information with which to plan your bidding strategy.

Sorting your searches

There are two ways to sort a search list.  You can click on the “Sort by items: ending first | newly listed | lowest priced | highest priced” links at the top of the list or just click on the “Price” or “Time Left” column headings.

The search results are usually first shown in the order that they will close, i.e. the next one to close will be shown at the top.  If you are a regular searcher in a particular category, you will probably prefer to see the results listed with the newest items at the top, so click on “Time Left” and the results will be sorted as “Listed”, with the most recently listed item at the top.

Saving your searches

Given the number of items for sale on eBay, it can be quite complex to hone your search to give you the best results.  When you have achieved a search that you find useful, use the “save this search” link at the top of the search results page and the search parameters will be saved in your “My eBay” page under the “Favourites” tab.

Notification of new items of interest to you

Once you have saved a search, you can also set up email notifications in your My eBay Favourites page.  eBay will then send you an email to alert you when there are new items that fit your search parameters.  This is a really useful feature of the eBay service.

Before you place a bid

Caveat emptor (let the buyer beware) has been sound legal advice to buyers for centuries.  When you bid on eBay you are indicating your willingness to enter into a legally binding contract with the Seller.  If your bid wins the auction, you have automatically entered into a contract under which the Seller is obliged to sell you the goods and you are obliged to pay the amount that you bid for them plus additional amounts such as postage & packing and premiums for using certain payment methods (if specified in the auction).  If either Seller or Buyer fails to fulfil its obligation, it will be in breach of contract and liable to be sued by the other.  In practice, I doubt that anyone has been sued for breach of contract.  Instead, the wronged party will leave negative feedback for the other party.

The Seller is obliged to sell you the goods as described in the auction description and in any other communication (such as an email response to questions from the Buyer).  Should the goods be materially different to the description, the Seller will be in breach of contract and the Buyer has the right to return the goods and demand a full refund.

Let us look at the ways in which we can minimise the risk of having to deal with a dishonest Seller.

Item title and description

The Item Title is limited by eBay to 45 characters and may not be a sufficient description of what is for sale.  However, the Item Description is practically unlimited in length and should give you enough information on which to place a bid.  Good Sellers will give a full description, including all known faults and the age and condition of the item, and will provide photographs to complement the description.

You should therefore be very cautious if:


1.  The Item Title is misleading

2.  The Description is not very helpful and does not specify age or condition

3.  The Description appears to be no more than a copy of the manufacturer’s literature – probably from its website.  This may be fine if the item is brand new, but some original description  should be present even in this case.


4.  There are no photographs

5.  There are photographs, but only of a “similar model” or from the manufacturer’s website

6.  There are inconsistencies between the Title and the Description

If you feel that any of the above applies, either forget about this auction or, if you really want to persist, contact the Seller (see below) and ask for the missing information.

Contacting the Seller

If you need more information about an item use the “ask seller a question” link in the Seller (rating) box on the page for that auction – it brings up a form on which you can send an email to the Seller.  The Seller can then reply to your email address (the one registered with eBay).

You can also request a Seller’s contact details using the “Contact Info” box on this page: http://cgi3.ebay.com/aw-cgi/eBayISAPI.dll?MemberSearchShow, but only if you are involved in a current transaction with them (i.e. you have placed a bid or are a winning bidder).  This method also gives you the Seller’s postal address and telephone number and gives the Seller the same information about you.

Check the total cost

Be aware of the total cost of your bid, including postage and packing and any premiums.  If you are unsure of the cost of shipping, email the Seller and ask him.  Shipping costs in the UK are ridiculously expensive as the following comparison illustrates:

To ship a 1.8kg (4lb) small packet from York to London by parcel post will cost £4.58 and takes three to five days. The same packet can be airmailed from New York (or anywhere in the US) to London in four days at a cost of just $5 (about £3).  There are unlikely to be any customs duties either, provided the value of the item is modest, so buying on eBay from the US is certainly worth considering.

Check the Seller’s feedback 

On eBay, every member has a Feedback file.  This file shows the comments that other Buyers and Sellers have left for the member following the conclusion of an auction (“completed transaction”).

You can only leave Feedback for a Seller if you were the successful Buyer, and vice-versa.

On eBay, wherever you see a user’s ID, you will see a number in brackets, for example: crazyhorse(75).  This number represents the user’s net Feedback count, reckoned as follows:

Each piece of positive feedback, “Praise”, is given 1 feedback point, “Neutral” feedback gets no points and negative feedback, “Complaint”, is given –1 point.  In addition, repeated feedback from the same eBay member is not counted.

A feedback score of 75 would therefore mean that the user has received Praise from at least 75 individual eBay members.  (Praise from 80 members and Complaints from 5 members would also give the same score of 75.)

However, the bare number may mean little.  It is fairly easy for an unscrupulous Seller to obtain a high feedback score, for example by selling a “get things free” email priced cheaply.  Many buyers will post positive feedback as soon as they receive the email – before they know whether it has any value.  Do a search for “all free” (keep the words in quotes) and you may see what I mean.

Here’s another technique that rogue Sellers use to boost their feedback, especially when they get hit by negative feedback - they also use this technique to increase the prices paid for their items. It involves the use of one or more shill bidders acting in concert with the Seller (just think of this as the Seller bidding on his own item under a different name).  The Seller puts an item up for sale and the bidding goes to a high price.  The winner is one of the Seller’s shills.  Of course, the shill doesn’t pay for the item (which may not even exist) but, because he is a winning bidder, he posts glowing feedback for the Seller.  Sometimes it is so over the top that it stands out as fake – but unfortunately quite a lot of feedback tends to be over the top!

Another variant of this is where the Seller and the shills sell items to each other (probably low priced items to keep eBay fees down) and give each other amazingly positive feedback (“backslapping”).  Both practices also have the effect of pushing any negative feedback down the page, where you might not spot it so easily.

So look carefully at the type of items that the Seller has sold previously on which he received positive feedback.  Check whether the feedback is positive about the goods sold or just about the speed of delivery!  Look at who gave the most glowing feedback and check if any backslapping is evident.  Just check the Buyer’s feedback against the Seller’s feedback to do this.

Most people don’t like to leave public criticism, so negative feedback should probably be given more weight than positive feedback.  On the other hand, some Buyers can be very impatient, so check the feedback stories carefully and note any replies from the Seller to negative feedback.  If the Seller is polite and appears to have a genuine answer to the criticism it is a good sign.  Be a little wary of Sellers who can’t handle negative feedback well.

If you are at all concerned about the negative feedback that a Seller has received but would like to bid if you could get some comfort, you can email the user who left the feedback and ask them about their experience with the Seller.  Simply click on the user’s ID to send them an email.  Most eBay members will be happy to give you their views.  Be careful not to make any accusations about the Seller in such emails, just ask for the facts.

Sellers who are “zeroes”

Should you buy from a “zero” (also known as a “goose egg”) – a Seller who has a zero feedback rating?  In my opinion the answer is no.  Most good Sellers have done their apprenticeship as a Buyer and earned some positive feedback that way before they started to sell.  Apart from anything else, a “zero” will not necessarily have used eBay before and may not be aware of the protocols of the online auction.  The only exception I would make to this rule would be if the auction appeared to be genuine and I lived close enough to the Seller to collect and pay for the item in person.

Sellers with “new user”[image: image3.png]


and “changed ID” [image: image4.png]
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Both of these symbols were, until 17th June 2003, shown in the UK as “shades” [image: image5.png]


.

Should you buy from a Seller with the new user symbol next to his ID?  Again my answer would be no.  [image: image6.png]


 indicates that the user has been registered with eBay for less than 30 days.  If, after this short time, he already has a high positive feedback it has probably been obtained by buying it!  If a user changes his ID then this symbol [image: image7.png]


 will appear next to their ID for 30 days.  Why do people do this?  One reason could be that they have stolen a legitimate Seller’s ID and have changed his password.  They then change his ID and email address too.  If you want to know a user’s ID history, paste their user ID into the “User ID History” box on this page:

http://cgi3.ebay.com/aw-cgi/eBayISAPI.dll?MemberSearchShow  

If a Seller changes his ID and immediately starts selling rather different items to those previously sold – suspect fraud.

How to spot “shill” bidding

A “shill” bidder is one that places spurious bids to gain advantage for a Buyer or Seller.  Here we are only interested in those that are in league with the Seller.  Many shill bidders are simply the Seller using a different ID, but some are associates of the Seller.  The aim is to get the best price possible for the item by trying to push the Buyers’ Proxy bids to the maximum.  This has the same effect as the Seller bidding on his own item and is against eBay rules.  

The “shill” may also discover what your maximum bid is and thus be certain that he can push you to your limit without out-bidding you.  If you suspect that this may be happening (either to you or in one of the Seller’s other auctions), you should look at the Bid History.  The link to this page is just below the Title line, below the “starting bid”.  

Scroll to the bottom of the Bid History page and you’ll see the Retractions (by Bidders) and Cancellations (by Seller).  If there are any retractions listed in the name of a bidder that appears to be pushing the bid up actively, you should suspect shill bidding.  If the retraction is dated later than when you placed your proxy bid, it is likely that the shill now knows your maximum proxy.  This is what shills (and other bidders) do to find your maximum proxy bid:

The shill looks at your bid and sees what bid is required to beat it.  Say your bid is shown at £63, but you have placed a proxy maximum of £86.89.  At this level the minimum increment is £2, so the minimum bid is shown as £65 (see Bid Increments).  The shill then places a bid of £650.0 (just a slip of the finger, of course!).  He then sees that he now has the winning bid, at £88.89, £2 above your maximum, thus exposing your proxy!

Before anyone notices this, he immediately retracts his bid, saying that he entered the wrong amount, and re-bids at £65 at which point you will still be shown as the highest bidder, at £67.  He can then wait for others to bid, to hide his activity, and push you to your proxy limit at any time, ultimately bidding £85 or £86, which means that you will win at your maximum of £86.89 (less than £2 greater than his bid but a winning bid because it was placed earlier).

The shill’s activity is certainly against eBay rules and may be illegal in some countries but, if done carefully, it is hard to prove without a great deal of research into a number of auctions involving the Seller and his shills (the “best” rogue Sellers use several different shills).

If you are fairly certain that a shill is operating, you could retract your own bid, but there are strict rules about when you can and cannot do this.  For example, if you made your bid early in the auction and the shill makes his “mistaken” bid in the last twelve hours, he will be able to retract his bid (within an hour) but you will be unable to retract yours!

If you find that you have won a bid at your maximum proxy always check the Bid History for retractions.  The amounts retracted used to be shown, but eBay now falsely shows all amounts retracted at the level of the original minimum bid.  Their intention is to hide what is going on so that others don’t learn this technique!  To judge whether the retraction is genuine or not, use these tests:

1. Did the retractor’s bid push you to your proxy limit?  If not, he might not be a shill, just an unscrupulous bidder.

2. Have you noticed any suspicious activity by this retractor before?

3. If the reason given for retraction is “Entered wrong amount”, did he bid again?  If so, was this near the end of the auction and did they hit just below your maximum proxy?  This is almost certainly shill activity.

4. Check the retractor’s feedback.  Look at the number of retractions shown in his ID Card on his feedback page.  If there are more retractions shown than his feedback score, he is probably either a shill or an unscrupulous bidder.

5. Check the auctions he has bid on – use Search by Buyer, remembering to “include completed bids”.  If has been bidding mainly on one Seller’s items he is probably a shill working for that Seller.  If he has bid on the items of a range of Sellers he is probably just unscrupulous.

6. By concealing the retractor’s real bid amount, eBay no longer makes it easy to be certain that the retractor is a shill.  However, if you suspect that you are paying more than you should because of shill activity, file a complaint with eBay before you pay.  They know the real bid amounts and should be ready to help.

To learn the rules, see: http://pages.ebay.com/help/buy/bid-retract.html  If you are unable to retract a bid you may have to ask eBay to investigate if you win the auction and feel that the process was unfair.  It is better by far not to get into this position in the first place, through a careful look at the Seller’s feedback and the Bid History on some of his completed auctions.

Cancellations by the Seller

When looking for retractions you may also see cancellations by the Seller.  Usually these will be perfectly innocent.  The Seller may state in his auction that he won’t accept bids from Bidders with zero or negative feedback and in this case he would appear to have the right to cancel such bids.

However, a different game is sometimes played by unscrupulous Sellers, using a shill bidder who is a zero (they mostly are!).  Firstly, they state in the auction that they won’t sell to zeroes and that such bids will be cancelled.  They may cancel some genuine bids from zeroes but, towards the end of the auction, the shill zero will try to expose the high bidder’s proxy by pushing up the bid.  If he finds the proxy he may leave things there.  However, if he wants more he will continue to bid and hope that the real bidder places more bids.

Just before the end of the auction, if the shill bidder is still showing as the winner, the Seller will suddenly remember his rules and will cancel the shill’s last bid.  This now leaves the unsuspecting second place bidder in the winning position, having been bidding against a shill for most of the auction!

A variant of this, and even more cunning, is not to cancel the bid at all, but to state in the auction that winning bids by zeroes will be disregarded and the second place bidder will have won the bid.  If you ever see this statement in an auction – run away and observe the action from a distance, there will be a shill at work!

Bidding safely and successfully on eBay

Proxy bidding

The Proxy bid is the form of bidding most used on eBay.  It works in a similar way to “commission bidding” at a real auction.  You specify your initial bid and your maximum bid.  eBay will then automatically bid on your behalf every time another user bids against you, up to your maximum bid.  Having placed a Proxy bid, eBay will send you an email if you get outbid (someone bids more than your maximum).

Although the Proxy bidding system is easy to use and can be very effective, it does have a couple of disadvantages.  Firstly, you show your hand as a bidder for the item.  This may help other bidders to devise strategies to beat you, since they can look at previous auctions in which you participated (for example, they can see whether you are an habitual “sniper”).  Secondly, it enables shill bidders to force you to your maximum bid when there are no other “real” bidders.

Sniping

Sniping is the practice of placing a proxy bid at the very last moment, say within ten seconds of the end of the auction.  Without doubt, a sniper will make more successful bids at reasonable prices than he would if he used the proxy bidding system.

Sniping is the only practical way to avoid a shill bidder discovering your maximum proxy and forcing you to pay it.  Whatever eBay would like us to believe, shill bidding is not uncommon in eBay auctions.  It can sometimes be easy to spot, but usually isn’t obvious to the untrained Buyer.  

By sniping, you will only bid to your maximum if someone else bids to near the same level.  You will be invisible to other bidders (and, more importantly, to any shill bidder) until the last ten seconds (or less) of the auction.  This does not give a shill the time to inflate the bidding artificially.

It is perfectly feasible to snipe an auction manually, but it requires a good internet connection, a clock synchronised with the eBay clock and steady nerves!  Thankfully, a number of automated sniping services are available.  I have used “Auction Stealer” with success and they have a basic free hosted service that allows you to snipe up to 10 auctions per month.  You can register for their service at: http://auctionstealer.com/
Note that eBay Germany has banned the use of sniping services as of October 2002.  However, since you can purchase software to set up your own computer to carry out the sniping, it is difficult to see how effective this ban will be. 

Buy local

When buying second-hand, most of us like to see and touch the goods first.  We buy from local shops, car boot sales, small ads and auction houses.  To achieve the same result on eBay, you can buy from local sellers and go to collect the goods from them.  This way you don’t have to part with your money until you’ve seen the item, confirmed that it meets the description and had it demonstrated working, if appropriate.  You can also get a receipt from the seller.

In this way, you don’t have to be overly concerned if a seller has little feedback on eBay (although you should still be very cautious if you are considering buying from a “zero”).

Getting prepared to bid

Although there is no legal way to ensure that you will win every auction (other than by sniping at ridiculously high bids!), there are a number of ways in which you can greatly increase your chances of winning at a price that is acceptable to you.

1. Do your research!  Get a good estimate of the prices normally reached by similar items.

2. Check out the opposition!  Look at other similar auctions and see if there are persistent bidders.  Find out what their maximum bids were (by checking the Bid History on completed auctions).

3. Check out the Seller!  Do everything possible to ensure that you are dealing with a “straight“ Seller.  Check his completed auctions for signs of shill activity – investigate all retractions and cancellations.  Study the Seller’s feedback!

4. Ask questions!  If you are unsure about anything regarding the item being auctioned, send an email to the Seller before you bid.  Just click on “ask seller a question” in the Seller (rating) section near the top of the page.

5. Select a maximum bid level! Choose a bid that you believe stands you a reasonable chance of success and that you would still regard as a good buy.

6. Add some random numbers to the bid level!  For example, if I thought that my maximum bid should be around $300, I might enter a proxy of $306.79 since this will beat bids of $301, $305, $306 and even $306.50.  The fact is that most people bid in nice round numbers, or just add 1c.

7. Improve your chances of winning!  Use a sniping service or software to place your proxy bid at the last minute or do it yourself.

8. Don’t overbid!  Once you’ve set your maximum, stick to it.

9. Be prepared for failure!  You won’t win every bid but, unless the item is really rare, there will be ten more of them for sale by the end of the week!

10. Use a winning bidding strategy!  Choose one that suits you from the list below.

Bid increments

You need to understand the scale of bid increments used by eBay.  At each bid level there is a minimum amount by which you need to beat the current highest bid in order to place a bid:
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$5000.00 and up $100.00





These were the bid increments in August 2003.  This link will take you to the current table: http://pages.ebay.com/help/buy/bid-increments.html
Note that if the bid stands at $251.00, say, and you are placing a new bid you would need to bid $256.  However, if you had placed a proxy bid earlier with a maximum of $251.01 you would have already beaten a $251.00 bid.  In addition, if you had been the first to put in a proxy of just $251.00 you would also be shown as the current winner.

Understanding and using the Bid History list

During the course of an auction, the Bid History list shows only the user ID of each bidder and the time of their bid.  The only bid value you may know is that of the current highest bidder, but from the Bid History you may be able to tell that they are likely to have a higher proxy bid already in place.

If a bidder appears more than once in the Bid History, look at the times that the bids were placed.  For example, If the current highest bid was placed at an earlier time than the next highest, then it was a proxy bid and it may have a maximum that is still higher than the current bid.  Use this information to judge whether a bidder may have a higher proxy.

The first time you examine a Bid History list for a completed item it may appear confusing.  The bid amounts are now shown, but remember that many bids will be proxies – again you should be able to tell by looking at the timing of each bid.

Studying Bid Histories in which your competitors feature gives you an insight into the strategies they use.  Do they use proxy bids or do they make several individual bids, as if they were at a real auction?  Do they bid in round numbers or is there a typical structure to their maximum bid?  Are they a sniper (do they place a bid less than fifteen seconds before the end of the auction)?

Use the bid history list to spot shill bidders.  You can do this while an auction is in progress and sometimes it is really obvious.  I saw an auction recently where the seller was an79dy(0) (yes, a zero, and new user too!).  It was for a new mobile phone that usually sells on eBay for around £200.  One of the bidders was a_n_d1979(0) and he managed to push the bidding to over £300.  Checking an79dy’s other auctions, it was no surprise to find that a_n_d1979 was bidding on those too!  Checking a few days later I was pleased to see that both members were NARU (not a registered user) which means that eBay must have been tipped off and suspended “both” users.

If you spot shill bidding in any of a Seller’s auctions – don’t bother to bid!

Protect your ID – use an effective password

Rogue Sellers sometimes use hackers and spoof emails to steal the ID of a Seller that has good feedback, by working out his password.  They then use the ID in a series of scams before they get shut down.  If you want to protect your own eBay ID from being stolen, you must use an effective password.  Suggestions are:  use special characters (such as *&! etc), use a mixture of letters and numbers, use words strung together without spaces, use as long a password as you can, say eight characters as a minimum.  It is a pity that, at present, eBay doesn’t distinguish between upper and lower case.  eBay and I give the following examples of good and bad passwords:

	Good Passwords

fireman28a
5occerfan1963
mar23mbbd
!2500wattsofpower!

*1066&allthat?

mympsa!%&*fruitcake
	Bad Passwords
kangaroo
knickers

viperfan (favourite animal)
fido (pet's name)

stampcollector (what you buy)
dvdseller (what you sell)
jimmy (part of your ID or email address)


Scams on eBay

This section will necessarily only reflect the situation in June 2003 when the 3rd Edition was first published, but it will help you to spot whether these, or similar scams, are still around.  I can’t give you the names of individual Sellers, because I could always be wrong and they might be entirely innocent!  However, I will give you the keywords to search for and this should lead you to items of the type that I feel are suspect, so that you can learn to avoid them.

Feedback scams

These are the techniques that are used to rapidly build a positive feedback record and thus an apparently great reputation.  They are used widely in the US, so always take care when buying from a US Seller, but also feature in the UK with both UK and US Sellers and others.

You can build a 100% positive feedback record of over 100 in a few days at a cost of a few pounds in eBay listing fees.  All you do is sell for 1p or 1c “FREE POSITIVE FEEDBACK” or, to make it “legit”, “FREE POSITIVE FEEDBACK + RECIPE FOR PLUM DUFF”.  List a hundred or so of these as Buy It Now auctions on eBay in a variety of categories, some as multiple sales.  Choose popular categories, but people search for “FREE” anyway.

The auction will blatantly state that it is for positive feedback (and a recipe – if they can be bothered) and that if you give them great feedback after making your bid, they won’t even charge you the 1p and will give you great feedback in return – so everyone wins!

Always check the feedback of your Seller before bidding.  If he has a lot of “over the top” feedback, such as “Awesome seller!! Great Product!! Super Fast Shipping!! A+++++”, then see what he was actually selling.  Recently I saw these two adjacent feedback comments in a Seller’s record:

“Great attitude, nice person, awesome transaction. Wanna do more business A++”

“Nice transaction, great communication, wanna do more business A++”

Spot the similarity?  I happen to know that the two US Buyers who gave this feedback are actually one and the same person, who also has at least one other eBay ID and is building up feedback for all “three”.  I expect the real scams to start any day.  Both pieces of feedback were in respect of the following item: “free POS.FEEDBACK + information”.  No surprise there then!

Whether you have suspicions about your Seller or not, study the feedback and look for connections, “fake” feedback and “backslapping”.  If you don’t like what you find, don’t bid.

Typical current scams

These scams were found in June 2003 in the Plasma TV category.  However, you will often find the same scams in other categories.

The “Wholesale List” scam  

This is found all over eBay but I spotted it in Plasma TV.  The item was advertised as  “42" Plasma TV £100”.  Anytime you see an item that promises something at a totally ridiculous price, it is almost certain that the item is not what is for sale, only “information”, for £5 or £10, on how to get it at that price.  And don’t be tempted,  you won’t be able to get it at that price anyway!

The “Restricted Bidder List” scam – Caution VERY active June 2003!

These scams are mainly seen in auctions listed by US registered Sellers, although most of the IDs used will have been stolen.  Look at the Seller’s rating box to see where they are registered.  Take no notice of the Location and Country shown – the Seller can enter anything there.  The “Location” may be described as “Buy It Now” but with no Buy It Now price indicated.  Scroll down to the Bidding section and you may see: “Notice: This listing is restricted to pre-approved bidders only.“  There will be a link to “See if you're allowed to bid on this item “ which will then prompt you to contact the Seller to ask.  In the description you may see: “Contact me with any question and for BUY IT NOW price also !”.  This is a great clue.  It basically admits that the Seller is aiming to sell the item outside of the eBay system.  It is likely that, if you do contact the Seller, he will offer you a bargain price if you wire the money into his account without making a bid.  He won’t be based in the UK, perhaps Italy but with his ID indicating that he is based in the US!  Oh, and you won’t ever see your goods and eBay won’t offer any compensation because it was completed outside of the system!

To learn more try this link:  http://www.plasmatvbuyingguide.com/plasmatvreviews/onlineauctionscams.html
The Stolen eBay ID scam

I’ve seen this one at work recently in the Plasma TV section, but it is used in other high value categories also – the perpetrators don’t have much time to make money before the rightful owner of the eBay ID notices and contacts eBay, but they have at least a further 36-48 hours after that before eBay will act!  Fraudsters look for a Seller with high positive feedback and either use a hacker to work out his password or obtain it by sending a spoof email to which the member responds (see Alerts of 25th June and 18th July).  The fraudster then changes the password and email address of the member.  He then lists a Plasma TV (or whatever) at a bargain price (still a few thousand pounds/dollars) with a “Restricted Bidder List” and the rest is as above.  You can often spot these by looking at the sort of items that a Seller has previously sold, if they bear no relation to the item now on sale, especially in terms of price, and if the payment methods are different – suspect fraud.

The Gateway TV scam

So far this seems to be restricted to the US.  Try a search for Gateway Plasma TV and you will find a number of items being auctioned, all with similar item titles.  Some are being sold for low prices and are purely for “information” on how to get a plasma TV for $50 or $200.  The information will tell you to pose as a company buyer and ask for samples!  

The very suspect version is the one that says “this is not for information”.  On 17th June four Gateway Plasma TVs were available from one Seller.  The interesting thing about these is the phrase buried in the Shipping Information: “this product will be drop shipped to you by my supplier within two to eight months of your purchase date”.  With the help of some shill bidding, these auctions had reached up to $1700 with a couple of days still to go.  Perhaps the bidders haven’t yet read the Shipping Information!  Chance of seeing your TV in eight months?  Slim to non-existent!  On 18th June all these auctions had been cancelled by eBay.

The “matrix” scam

This type of auction is one that asks you to pay anything from 99c to $100 to learn the URL of a website where you can get a plasma TV for $200!  The website will run a “matrix”, also known as a “pyramid scheme” or “gifting scheme”.  You pay a few hundred dollars for worthless “e-books” and you are put at the bottom of a list of people who are waiting to be given a plasma TV (or DVD player or whatever).  It’s just like a chain letter with big stakes.  And, in the same way, your name never gets to the top of that list!  To see the URLs of 150 of these matrix websites try this link (saving you up to $100 already!):

http://www.mmfhoh.org/modules.php?name=News&file=article&sid=438
The sale of the e-books (which cost the promoters nothing) is an attempt to make the scheme legitimate.  It doesn’t; these schemes are illegal in most countries, which is why schemes based in the US (or an offshore island somewhere) are being sold to UK Buyers, to make legal action difficult.  Some of the schemes don’t bother about the e-books.  The principle behind all of these matrix scams is that you pay an entry fee in order to gain part of the entry fees of other people that you manage to recruit (aka “mugs”) plus a smaller part of the fees of the mugs that they in turn recruit.  Ultimately the scheme collapses with everyone except the initial promoters having lost money.  How to lose all your friends really quickly!

Winning bidding strategies

Now that you have done all the research, convinced yourself that you will be dealing with a genuine Seller and set yourself a maximum bid level, let’s look at the ways of winning some bargains!

Lowball

This is a great way for newcomers to start bidding on eBay.  It is a low-cost, low-risk way to experience what eBay is all about and perhaps pick up a real bargain at the same time!

Here we are dealing with low value items sold in large numbers, such as books, CDs and videos.  Find a Seller that has just listed several single-item lots with a starting bid of £1 or less (and no reserve), several of which you would like to win at less than the £3-£5 that they normally reach.  Check that the Seller offers discounted postage costs if you win multiple lots (many Sellers do this).  Simply place bids on all the items you want at the minimum bid level.  Now just sit back and wait for the end of the auctions.

The effect of bidding early in this way is to discourage other bidders by raising the bid level.  They may also anticipate that you have a higher proxy than your initial bid (which you don’t) and, given that the items are low value, may not be bothered to enter a bidding race that they imagine they won’t win.  Since you have bid on several items, they may imagine that you have a lot of cash to spend!

Of course, you may be outbid on some or all of the items but you will also often end up with a really good win!

Saleroom

This strategy attempts to approximate what happens in a real saleroom.  It is more appropriate to high value items where you have a very good idea of the value and want to deter snipers by getting the bid up quickly.  With a high bid in place early in the auction, a sniper will tend to imagine that the bid will eventually go even higher and that there will be no bargain to be had.  It depends upon there being other bidders who recognise the value of the item and who are prepared to bid against you early on.

It can be fun to work in this way, especially if you have previously participated in real auctions.  However, just as in a real saleroom, people get carried away and overbid, so don’t expect bargains with this strategy!

Proxy bidding should only be used in this strategy near the end of the auction, because proxy bids only appear in the history list once and don’t present the appearance of a feverish bidding war, which is what you are trying to achieve!

You should first wait until bidding has started (there is no point in opening the bidding – you need other bidders to be actively involved).  Next place a bid at the minimum bid shown by eBay (the next increment).  Each time that you are outbid (and this will be a rapid process if the other bidder has a high proxy) go back and bid the next minimum amount.  Just make sure that you aren’t bidding against a shill!

The feverish activity created by the bidding war may deter snipers and other potential bidders, because everyone on eBay wants to get a bargain.  You should therefore end up in a two-horse race.  Near the end of the auction, if the bid level is still attractive to you, put in your maximum proxy (remember to add the odd pennies), preferably when it is your turn to bid.  If you have to put in your last bid when you are already the highest bidder, the bid will increase by one increment (unless eBay has changed its software since this last happened to me!).  

Now just sit back and keep refreshing the page to watch the bids as the auction closes.  With any luck you will win the auction without reaching your maximum bid.

Vanilla proxy

There is absolutely no reason why a plain vanilla proxy shouldn’t win an auction if it is pitched correctly.  The main disadvantage of placing a high proxy initially is that it may not deter others from bidding, because only your current bid is shown in the history list and so no great activity is evident.  The greater the interest in an item, the higher the final price will tend to be.

Here is an example of a Vanilla Proxy: an item starts at $1 and you place a proxy bid of $106.89, so your bid will be shown as $1.  If someone else now puts in a bid of $2, you will be shown as high bidder with a bid of $2.25 (see bid increments).

If they come back with a bid of $10, you will be shown as high bidder with a bid of $10.50.  If they ultimately decide that they will snipe the auction at $85, then you will win with a bid of $86.

If they sniped the auction at $105, even though the minimum next bid would normally be $107.50, your bid of $106.89 would win because it was placed earlier than the sniper’s bid.

Generally speaking, this type of proxy bid won’t achieve a bargain for the Buyer, but if you are really interested in securing the item and are willing to pay the top price, there is nothing wrong with such a straightforward strategy.  It’s also good to use if you will be away when the auction closes.  Just make sure that your proxy is set as high as you are willing to bid.

Proxy with a twist

Many strategies involve trying to deter other bidders and this is no exception.  It’s aimed at those low value items where many auctions get to the end having received few bids and where snipers are less common.

You place an initial minimum bid (or a low proxy if you think that the minimum is far too low to deter other bidders).  You then wait until near the end of the auction.  If there are no other bidders, just let your bid ride and hope you don’t get sniped!

If other bidders show themselves before the end, decide your proxy level and place that bid in the last few seconds, using a sniping service if you prefer (or if you won’t be around to place the bid at that time).  If your proxy is the highest (watch the bid increments!) you’ll win, because anyone without a proxy won’t have time to react to the snipe (other than other snipers, of course, but this is for items that are not highly contested).

Proxy storm

If you’ve ever seen an auction where there were a lot of bids from one bidder before there were any other bids, you’ve seen proxy storm in action!  You can bid against yourself in an eBay auction, something you wouldn’t consider in a saleroom.  Again this is a scare tactic, trying to make other bidders think twice before entering the auction, because it looks as if a complete idiot is on the loose!  It can work very successfully, though, and you can make your last proxy low if you’re trying to steal a bargain, or bid your maximum if you are desperate to get the item.

Find the proxy

A bidder’s maximum proxy bid may be determined in a couple of ways at least.  The illegal route was already described in the section on shill bidding.  However, there are more ethical ways to do it as a Buyer – they just take more effort and are not foolproof!

When you find that someone has a higher proxy than you (i.e. they are shown as the high bidder) make a bid at the minimum level (next increment).  If the other bidder’s proxy is now shown as winning at the next highest bid increment, make a second minimum bid.  Continue this until you notice that the other bidder is shown as winning, but at less than the bid increment above your last bid.  You have found the other bidder’s maximum proxy!

What you do next is up to you.  You could walk away and let the other bidder win the item.  The Seller will silently thank you but the other bidder won’t.  He will suspect that you are a shill, in league with the Seller!  I would never use this strategy in this way.  I would only ever bid to a level that I felt comfortable with.  Remember that if the other bidder turns out to be the real shill, the Seller will probably deliberately cancel his bid within minutes of the end of the auction (giving some spurious reason), leaving you as the winning bidder at a price you might not like!

My view is that you should only use this strategy if you are comfortable with the bid levels and are prepared to place a potentially winning bid based on your knowledge of the other bidder’s maximum proxy.

Although I would only use this strategy with great caution, it does show how you may inadvertently expose someone’s proxy while bidding, so always take note when the winning bid is shown as less than a bid increment above the previous bid.

Sniping

The true sniper stalks auctions without ever showing his hand.  His aim is to take everyone by surprise, so that they have no time to react.  Snipers typically place their bids within fifteen seconds of the close of bidding, sometimes as little as three seconds before the end!

You can place sniping bids automatically, at precisely the right moment, using a web-based sniping service, such as http://www.auctionstealer.com/ (currently free for up to ten snipes per month).  You can also purchase at low cost some software that will enable you to snipe accurately from your own PC.  A search on Google for “ebay sniping software” (not in quotes) should find you some current offerings.

However, you can also snipe auctions manually, with a little calibration of your system clock to match the eBay clock each time you want to snipe.  First, get yourself a system clock display that shows seconds, then click this link to get the eBay time: http://cgi3.ebay.com/aw-cgi/eBayISAPI.dll?TimeShow
Refresh the web page a few times at particular moments on your system clock and you’ll soon see how far out you are.  Adjust your system clock and try again until you are within one second.  Now make sure that you have a connection to the internet.

Get two windows on screen, one showing the item so that you can track the bidding by refreshing the window frequently, the other at the bidding screen ready to confirm your bid.  Having placed your proxy bid on the item page and clicked “Place Bid”, enter your password on the confirm page and get ready to hit the “Confirm Bid” button.  When your calibrated system clock gets to 15 seconds before the end of the auction, click the button and wait.  Hopefully you’ll win the bid but, in any event, check the time that your bid was registered by eBay against the time you clicked “Confirm Bid”.  If there is any discrepancy, either make allowances for it in future or adjust your system clock accordingly.  If you can achieve accurate bid timing this way, there is no reason why you shouldn’t try a three second snipe!

So why doesn’t everyone use sniping?  Well, some people feel that it is unfair or unethical, some don’t like having to give their eBay password to a third party, some have never heard of it and some prefer the excitement of the chase over the thrill of the kill.  In any event, if everyone became a sniper it would turn eBay into a venue for sealed bids only, which would be no fun at all!

It is certain that snipers have a higher percentage auction success rate by sniping than they would have achieved in open bidding.  (Otherwise no-one would bother.)  The corollary is that, on average, snipers also win items at lower prices than they could have achieved through open bidding.  The reason that snipers achieve lower prices is that everyone on eBay is looking for a bargain so, when there is a lack of competition, Buyers tend to put in a lower proxy than they could really afford, leaving headroom for the sniper.

What to do when things go wrong

Hopefully, if you have read all the other sections, you won’t need this one!

The Seller doesn’t answer emails

If you haven’t placed a bid – don’t bother.  If you have placed a bid but get no reply to a question sent as above, send a polite reminder in the same way.  Many Sellers are just private individuals who take time off occasionally and don’t always check their email on a daily basis.  Having said that, a good Seller will take the trouble to keep an eye on his correspondence during a sale.

If, despite reminders, you still get no reply and have genuine concerns that something is not “right” with the auction, you can retract your bid (see below).

Bid retraction

Bids should never be retracted lightly.  A member can get a reputation for retracting bids (they are listed in your Feedback Summary, although not forming part of your score) and Sellers can refuse to accept bids from such members.

If you have good reasons for retraction, you should be aware that there are strict time limits imposed by eBay.  If you fall outside the limits you cannot retract your bid.   Essentially, if you have placed a bid more than 12 hours before the end of the auction you may retract it  before the last 12 hours commences.  If you place a bid within the last 12 hours, you have an hour to retract it.

Retraction is only permitted by eBay rules “in exceptional circumstances”.  The full rules are here: http://pages.ebay.com/help/buy/bid-retract.html
When you retract a bid you must give a reason.  In my view “Seller did not answer repeated emails” is a good enough reason, although eBay would say that this only applies if the emails are returned as undeliverable.

Negative feedback

As a Buyer, you only have one opportunity to give feedback – when you are the winning bidder!  Hopefully, most of your feedback will be positive, but if you have had problems you may have the urge to click the “negative” button.  Before you do so, it is wise to try all other avenues of redress.

At the end of a sale, for a period of 90 days the Buyer and Seller both have the opportunity to leave a single piece of feedback about the other’s performance in the transaction.  Once left, feedback is a permanent record and if your negative feedback proves to be unfounded, an aggrieved Seller may decide to leave negative feedback for you too!  (See Having feedback removed)

First try to resolve the issues by email or by phone (see Contacting the Seller).  For example, if an item is not as described you may wish to ask the Seller to take it back and to refund your money and postage (both ways).  If the Seller was reasonable about this then I would probably post “neutral” feedback just setting out the facts, e.g. “Item not as described but Seller gave full refund”.

If you have serious difficulties, such as when you have paid but have not seen the goods and no longer accept the Seller’s excuses for the delay, post factual negative feedback and register an eBay complaint and claim (see below).  From the time that the Seller receives payment (or clears your cheque) you should probably allow up to 14 days for the receipt of goods, but good Sellers will usually get the goods to you within a week.  The very best Sellers may even send you the goods before you have paid – but they are few and far between!

Remember that when you post negative feedback it should be factual and unemotional.  You can always use block capitals though!

Although I’m not here to speak up for Sellers, it’s worth knowing that for every Seller that deserves some negative feedback, there are probably ten Bidders who fail to pay for the item that they won.  Non-paying bidders are known as NPB.

Having feedback removed
It is next to impossible to get eBay to remove negative feedback from your record unless they believe it to be defamatory.  It won’t be a speedy process even if it is defamatory, since you first have to download a form and send it by mail to eBay’s legal department.  If you wish, you can make your feedback private (http://pages.ebay.com/services/forum/feedback-option.html) until the matter is dealt with, although I would not do so if you want to continue trading, since most people would be concerned about what you may be hiding.

It would probably be better to respond factually to the feedback using the “respond to comments” link at the top of the Feedback Review page.  (e.g. “This remark is unjustified and has been reported to eBay”)  Don’t  claim that you have been defamed – you need to leave that for eBay’s lawyers to decide, I’m afraid.

To claim defamation you will need to read this rather wordy legal page and download the form: http://pages.ebay.com/help/community/png-defam.html
Registering an eBay complaint

You were the winning bidder but have had enough of your Seller and want to make a formal complaint to eBay.  The most frequent complaint is that you have paid for but not received the goods and you no longer accept the Seller’s excuses or the Seller doesn’t answer your emails.

eBay is not always the most responsive of organisations (expect to wait up to two days for a human reply to your query).  However, if many bidders register negative feedback and complaints, the ultimate sanction can be that eBay will cancel the Seller’s membership, making him “not a registered user” (NARU), at which time he can no longer post negative feedback about you (retaliatory feedback).

Except in the case of a shill bidding complaint (to which you don’t want to alert the Seller, because you may be wrong), there is little point in registering a complaint without first posting negative feedback, because that is the first thing that eBay will look at.  Another useful ploy is to contact the winning bidders in the Seller’s other auctions and ask if they have had similar experiences with your Seller.  If so, you can encourage them to post appropriate feedback too.

Having done all that, let’s file a complaint!  At the top of an eBay page, click “Help” then “Rules & Safety” then scroll to the bottom and click “Contact customer support”.  Alternatively use this link:

http://pages.ebay.com/help/basics/select-support.html
Select a topic from the first box, probably “Bidding/Buying”, then a sub-topic from box 2, e.g. “after the auction” then an issue from box 3, e.g. “I sent the money but have not received the item from the seller”.  Now click “Continue”.

On the next page (Support: Instant Help) you are encouraged to click a link that may help you but I would suggest that you scroll straight to the bottom and click “Contact Support”.  From here it is relatively straightforward – you have to enter the auction number(s) and the nature of the complaint and click “Send to Support”.

You will receive an automated response almost immediately but it may be up to 36 hours before you get an answer from a real person.  Don’t expect much, eBay will probably give the Seller the benefit of the doubt until several similar complaints have been received and lots of negative feedback posted. 

Making an eBay claim

Be warned!  This is a long drawn-out process and you might be better off trying to claim from your credit card company.  eBay states that “If you were the buyer on a transaction and feel you have been defrauded (and you meet the guidelines), you may file a claim. eBay will reimburse you for up to £120 for claims over £15 if it is deemed that you have been a victim of fraud.”

This was formerly called the “Fraud Protection Programme”  but is now called the “Buyer Protection Programme”

Basically you have to register a complaint, then after 30 days from the end of the auction you have to confirm the complaint and register a claim.

You will need the following documents to evidence your claim:

1. Copy of the eBay page showing the auction

2. Copy of the cheque you sent, bank statement, email confirmation from PayPal or any other evidence of payment

3. Copies of all of the correspondence with your Seller

4. Copies of your correspondence with eBay

5. Copy of the Seller’s feedback page showing the negative feedback (not essential but it will make you feel good!)

If you are considering making a claim you should gather these documents together without waiting for the 30 days to pass.

The rules and process of claims: http://pages.ebay.com/help/community/fpp.html
The checklist for making a claim: http://pages.ebay.com/help/community/fpp-guide.html
After 30 days, to submit a claim you have to start here: http://pages.ebay.com/help/basics/select-RS.html
Use the same procedure as outlined above for registering a complaint and good luck!

How to pay for your items

There are many ways in which you may be able to pay for items that you have won, but you should always check the auction before bidding to see if the Seller has restricted your choice.

Cash, cheques, transfers, drafts and credit cards

For example, the Seller may not accept cheques or may state that PayPal is the only payment accepted.  One thing to be wary of is a Seller that will only accept banker’s drafts,  or postal orders.  These are as good as cash and are not easy to trace.  Avoid Sellers who restrict payment methods excessively.

The Seller may also try to dissuade you from using certain payment methods, by applying a premium if you elect to use them.  Good Sellers accept the small cost involved in making it easy for a bidder to pay.

One of the best ways to pay is by cash on delivery.  That way you see the item before handing over your money.  However, the Seller may live too far away to make this practical.

Payment by cheque is verifiable but can be slow, since most Sellers will wait until a cheque clears before dispatching the goods.  You may be waiting two weeks for your item.

Payment by credit card is not possible for most private Sellers (except via PayPal, see below) and, where it is available, you should check whether a premium will be charged.

Payment by PayPal

Payment by PayPal is becoming more popular now that eBay has taken over the company.  You first have to set up a PayPal account by providing them with credit card and/or debit card details.  As a Buyer, the account is free and there are no charges (Sellers pay sales commissions).  It’s the same as paying by credit or debit card except that you only have to enter your details once.  Using PayPal means that you can now pay private individuals by credit or debit card.  It may take a few days to become registered.

You can join PayPal using this link: https://www.paypal.com/
The use of an escrow service

For high value items it is possible to use an escrow service, but only if the Seller agrees.  It is sometimes noted in the Description that the Seller will accept the use of escrow at the Buyer’s expense.  eBay recommends the use of escrow for items over $500.

Essentially, an escrow agent is appointed and the bid total plus escrow fees are sent to him by the Buyer.  When he has received the cash, he informs the Seller who then sends the goods to the Buyer.  When the Buyer has received and inspected the goods he tells the escrow agent to release the payment to the Seller.  If the goods are unsatisfactory, the Buyer returns them to the Seller and the cash, less fees, is returned to the Buyer.

One UK-based escrow service quotes fees of 2.5%, with a minimum of £2.50 and a maximum of £25.    For a non-completed transaction, this company retains 50% of the fees.

Remember though, that if you want to use escrow it must be agreed with the Seller before you bid (or offered by the Seller in his auction Description), including the name of the service that you agree to use.

There have been a number of frauds recently in both the US and the UK involving sham escrow companies and non-existent high-value goods, such as cars.  Do not use an escrow service proposed by the Seller.  You could find one yourself that has the backing of a major institution but be prepared for higher fees than the example quoted above!  You can also use this link to investigate web-based escrow services:  http://www.sos4auctions.com/ 

One escrow service that is often cited as reliable is www.escrow.com.  I can’t comment except to say that you should do your homework and not end up with www.escrew.com - an easy mistake!

You have to decide the value of escrow based upon your research into the Seller and the additional costs involved.  For £25, I think that I’d prefer to drive a few miles to collect and pay for the goods in person!

In summary

Bidding on eBay is easy and fun and there are bargains to be found!  If you follow my advice, you will become an alert, knowledgeable and successful bidder.

If you have any questions about the advice given in this Guide, you may email me at the address given on the front cover – however I can’t promise that I will be able to answer them!

Good luck and please let me know if this Guide has given you a better understanding of some of the mysteries of eBay and how the system is used – and abused!

©Paul Ellis  
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