
10 February 2009
The Hon. Kate Ellis, MP
Minister for Youth and Sport
161a Main North Road
Nailsworth, SA, 5083

Dear Ms. Ellis,

My last letter to you on the subject of the ALP’s proposed Internet censorship scheme was intended to bring 
you up to date on the cacophony of catastrophic failure which has accompanied the policy.  The letter also 
provided the opportunity to draw your attention to the myriad of ways in which the issue has progressed 
along the lines of the predictions I made in my first letter to you1 in October, somewhat related to the 
seemingly endless ways in which it has blown up in the Labor Government’s face.

With the passing of another six weeks it seems well past the time for me to serve up another summary of 
recent events.  I offer this chronicling of the timeframe between 18 December 20082 and 10 February 2009 
to educate you about the issue, after noting on 17 November 20083 that your party’s internal educational 
efforts are obviously less than satisfactory.

EVIDENCE-BASED POLICY
The Minister for Broadband, Communications and the Digital Economy, Senator Stephen Conroy, has oft 
been observed stating that he wishes to pursue the Rudd censorship policy in consultation with industry, 
following an evidence-based approach.  In a form letter despatched to constituents, Senator Conroy stated 
that the censorship scheme “... is being developed through an informed and considered approach, including 
industry consultation...”

It was subsequently baffling to read the front page of the Sydney Morning Herald on 23 December 20084, 
which revealed that the Minister had been suppressing a research paper from the Internet Industry 
Association (IIA) for over ten months.

The paper5, which was written by independent experts including University of Sydney associate professor 
Bjorn Landfeldt, included among its key findings the assertion that “[c]urrent technology is unlikely to yield 
efficient and economically viable solutions...”, and recommended paying particular attention to “[t]he 
implications of making the national filtering scheme voluntary for the ISP industry, in line with international 
precedence.” (emphasis appears in the original paper)

The importance of this paper cannot be understated:  Recall that on 20 October 2008 and 10 November 
2008 Senator Conroy was in the Senate offering examples of other international jurisdictions which have 
policies similar to Labor’s, all the while in possession of commissioned research which highlighted the fact 
that those jurisdictions have voluntary systems.  As usual, Senator Conroy has fanned controversy by being 
misleading, and as usual his tactics have blown up in his face.

	 	

1 http://users.on.net/~newton/ellis-2008-10-20.pdf Letter to Hon. Kate Ellis, MP, 20 October 2008

2 http://users.on.net/~newton/ellis-2008-12-18.pdf Letter to Hon. Kate Ellis, MP, 18 December 2008

3 http://users.on.net/~newton/ellis-2008-11-17.pdf Letter to Hon. Kate Ellis, MP, 17 November 2008

4 http://www.smh.com.au/news/technology/web/fatal-flaws-in-web-censorship-plan/2008/12/22/1229794328860.html 
“Fatal flaws in website censorship plan, says report”, Asher Moses, Sydney Morning Herald, 23 December 2008

5 http://www.dbcde.gov.au/__data/assets/pdf_file/0006/95307/Main_Report_-_Final.pdf “Feasibility Study - ISP Level 
Content Filtering”, L. Collins, P. Love, Dr. B. Landfeldt, P. Coroneos, February 2008
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I am confident that most voters, upon being told that the Government is conducting itself with “an informed 
and considered approach, including industry consultation,” would not consider the suppression of 
inconvenient expert testimony as being consistent with those ideals.  But we need to remember who we are 
dealing with:  In my last letter to you I drew attention to a laundry list of other occasions in which Minister 
Conroy has ignored expert advice, and it’s difficult to find surprise in the revelation of yet another example.

“LIVE TRIALS” APPEAR STILLBORN
You may recall that the Expression of Interest documentation for the Minister’s so-called “live trials” was late,  
and did not appear until 11 November 2008 despite being promised in late October.  On 24 December 2008 
we learned that the live trials themselves were also going to be late, when the Minister announced (on the 
day they were scheduled to begin) that they were being delayed until “mid-January 2009.”6

Consistent with the pattern of incompetent mismanagement the Minister has established with virtually 
everything he has touched since his swearing-in, he has missed the “mid-January 2009” date as well.  On 
19 January 2009, The Australian reported7 that “Senator Conroy’s office could confirm only that the trial had 
not started and no date had been announced for its commencement,” and that Optus, a headline participant 
in the trials, would not be ready to begin until March.

We are now well into February, and despite murmurs in the press about the trials’ imminent arrival8, 
Australia’s third largest ISP, iiNet, reported that “all it had heard was `deafening silence’” from DBCDE.

Meanwhile nobody is even clear about what the trials are supposed to test:  The 12 Mbps maximum speed 
limit documented in the Technical Testing Framework is the barest minimum that the ALP’s NBN is supposed 
to deliver, Senator Conroy’s blurted 23 December 2008 announcement about “peer-to-peer filtering” testing 
stands in stark contrast to the fact that peer-to-peer is routinely encrypted and hence impossible to filter, and 
DBCDE has not published any success/failure criteria for the trials.  Even if the tests show performance 
figures beyond the ALP’s wildest dreams we’ll still be left with a system which provides an incompetent, 
unwanted, ineffective solution to a problem that doesn’t exist in the first place, to the detriment of funding for 
the law enforcement bodies which offer the only feasible solution to the Government’s claimed policy 
requirement.  So what, exactly, is the point of the trial?

If the ALP has given up on the trials, it should come out and say so.  Announcing them late, then canceling 
them at the last minute, then stringing them along for months of scope creep without any firm commitment 
looks amateurish and unprofessional, and is not the kind of behaviour that I expect from one of Australia’s 
front-line Ministries.  If anyone else consistently and predictably behaved like that in their professional life 
they’d lose their job;  Why does Senator Conroy still have his?

BLACKLIST LEAKAGE
In my letters to you on 20 October 2008 and 17 November 2008, I warned that if the ALP’s programme went 
ahead Australia’s blacklist of banned URLs will inevitably leak.

Almost as if to prove my point, the blacklists of Denmark9 and Thailand10 appeared on wikileaks.org on 23 
December 2008.

Denmark is a democratic country, and its list is available for opt-in by its Internet users11.  Despite 
exhaustive examination by the Internet community, no child pornography sites are yet to be found on its list 
of 3863 web sites.  The list does, however, contain many adult pornography sites, many sites with a 
homosexual bent, many dead sites, sites with names suggestive of underage actors but with no observable 
pornography, and the usual cornucopia of perplexing sites which make an independent observer wonder 
what on earth the censor was thinking.
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6 http://www.abc.net.au/news/stories/2008/12/24/2454789.htm “Net filtering trial delay `another Govt bungle’, Adrian 
Crawford, ABC News, 24 December 2008

7 http://blogs.theaustralian.news.com.au/jacktheinsider/index.php/theaustralian/comments/
conroy_presses_on_with_flawed_policy/ “Conroy presses on with flawed policy”, Jack the Insider, The Australian, 19 
January 2009

8 http://www.smh.com.au/news/technology/web/labors-deafening-silence-as-web-censorship-trials-delayed/
2009/01/30/1232818711139.html “Labor’s `deafening silence’ as web censorship trials delayed”, Asher Moses, Sydney 
Morning Herald, 30 January 2009

9 https://secure.wikileaks.org/wiki/Denmark:_3863_sites_on_censorship_list%2C_Feb_2008 Denmark censorship list

10 http://wikileaks.org/wiki/Thailand_official_MICT_censorship_list,_20_Dec_2008 Thailand censorship list

11 http://libertus.net/censor/ispfiltering-gl.html#denmark Denmark censorship summary, Irene Graham
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Thailand is not a democratic country, it is a monarchy governed by a military coup.  Like other 
nondemocratic nations, and consistent with the ALP’s plans for Australia, Thaland’s censorship is 
compulsory.  Most of the 1203 sites on its list are news articles critical of Thailand or containing depictions of  
the Thai military coup.  A great many of them are noted as “lese majeste” (criticizing the king).  Perplexingly, 
the list also contains Hillary Clinton’s campaign videos and 24 Charlie Chaplin videos.  This is not the first 
time the Thai list has been leaked.

It is plainly obvious that Australia’s censorship list will suffer the same fate if the Rudd censorship plan 
proceeds.  There are only two possible outcomes:  Profound embarrassment suffered by the ALP 
Government and Senator Conroy coupled with public outrage when it is revealed that ACMA has been 
overreaching by blocking material which ought to be viewable by adults; or world-wide scandal when it is 
observed that the Government actually has been restricting itself to child pornography, and, through its 
mismanagement, has allowed the list to be published on the World Wide Web.

The risk of that happening is public knowledge, and has been reported in Policy Magazine12 and The 
Advertiser13.  The Government has no excuse for feigning ignorance, and any decisions in this space must 
be made with the full awareness that the Government’s blacklist will be public whether the ALP likes it or not.

INTERNET WATCH FOUNDATION, UK
You may recall that my previous letter to you drew attention to Senator Conroy’s claim that the Australian 
Communications and Media Authority (ACMA) is now sharing blacklists with the Internet Watch Foundation 
(IWF) in the UK.

My letter also documented the fact that IWF was the organization which caused Wikipedia to become 
inaccessible to UK Internet users following its extrajudicial censorship of a 30 year old album cover 
published by a German hard rock band.

One would have expected the IWF to ask some introspective questions following that embarrassing 
catastrophe, so it was surprising on 14 January 2009 to read press accounts14 of a repeat performance.

For reasons which IWF has refused to detail, British ISPs blocked their customers from accessing the entire 
Internet Archive’s Wayback Machine.  The Wayback Machine15 is a historical record of more than 85 billion 
web pages stored by the Internet Archive Foundation in San Francisco.

The time since my last letter has featured many similar embarrassing mistakes in the same vein, exactly as I 
have predicted in my previous letters to you, such as Vodafone’s censorship of innocent blogs in The Czech 
Republic16 and Google’s high-profile misclassification errors on the weekend of 1 February 200917, when it 
incorrectly blacklisted the entire Internet as a source of computer viruses.  These mess-ups are an 
inevitable, normal part of all online censorship systems, and it is only the optional nature of systems in other 
countries which enables their citizens to reliably function as participants in the Digital Economy.  Can you 
imagine how poorly Australia will fare when random parts of the Internet are rendered inaccessible by the 
Labor Government for no good reason?

POLITICAL CENSORSHIP
Senator Conroy’s first public appearance of the new year was his keynote speech at the Australian Library 
and Information Association’s (ALIA) “Information Online 2009” conference.
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12 http://www.cis.org.au/policy/Summer08-09/newton_summer08.html “Won’t somebody think of the adults?”, Mark 
Newton, Policy Magazine, January 2009

13 http://www.news.com.au/adelaidenow/story/0,22606,24876765-5006364,00.html “Why Kevin Rudd’s internet 
censorship scheme will not work”, Mark Newton, The Advertiser, 6 January 2009

14 http://www.theregister.co.uk/2009/01/14/iwf_details_archive_blacklisting/ “IWF confirms Wayback Machine porn 
blacklisting”, Cade Metz, The Register, 14 January 2009

15 http://web.archive.org The Internet Archive’s “Wayback Machine”

16 http://www.pbs.org/mediashift/2009/01/-vodafones-child-porn-filter-blocks-innocent-czech-tech-blogs015.html 
“Vodafone’s Child Porn Filter Blocks Innocent Czech Tech Blogs”, Mark Glaser, PBS, 15 January 2009

17 http://www.informationweek.com/news/internet/security/showArticle.jhtml?
articleID=213000216&cid=iwhome_art_Inter_mostpop “Google Typo Causes Malware Warning Misfire”, Thomas Claburn, 
InformationWeek, 2 February 2009
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In his speech, Senator Conroy intoned, “Freedom of speech is fundamentally important in a democratic 
society and there has never been any suggestion that the Australian Government would seek to block 
political content.”

As is usual for Senator Conroy, opening his mouth leads inevitably to embarrassment, and this occasion 
was no exception.  On the very next day, news broke that the Australian Communications and Media 
Authority (ACMA) had, under Senator Conroy’s stewardship, added an anti-abortion site to its “prohibited 
content” blacklist 18, due to the confronting nature of some faked images of aborted fetuses.  If Rudd’s 
censorship scheme was in place, Australian adults would no longer be able to make their own decisions 
about whether or not to visit that site.  Since 24 January 2009 users of ACMA’s free filtering products have 
reported that they cannot view the banned content without uninstalling or disabling the software.

You may recall that in my first letter to you on 20 October 2008 I cited examples of overreach, scope creep 
and political censorship in other jurisdictions, and warned that the same would occur in Australia.  That is no 
longer a mere theoretical possibility, it has actually happened.  Despite the Minister’s assertion that “there 
has never been any suggestion that the Australian Government would seek to block political content,” the 
Australian Government is, right now, actively seeking to block political content.

SENATOR CONROY’S UNPROFESSIONAL BEHAVIOUR
For over three months my letters to you have included a demand that you convey to the Prime Minister my 
call for Senator Conroy’s resignation from the Ministry in response to his appallingly unprofessional 
treatment of me, my employer and the IIA during the week of 20 October 2008.

On 17 November 2008 I said, “As a fellow member of that front bench, and one of Mr. Conroy’s colleagues 
in the party room, your choices are to either publicly distance yourself from his outrageous behaviour, or, 
through your silence, indicate your acceptance of his excesses.  If you have any integrity you will speak out 
against him, but if you do not then Australians will know exactly where you stand.”

It is now 3 February 2009, and you have neither spoken out nor provided me with any indication that you 
intend to take the matter up with the Prime Minister.  It is clear to me that you accept his excesses, and that 
it is pointless to pretend otherwise.  That is why on 22 January 2009 I took the step of writing to the Prime 
Minister myself 19, detailing the Minister’s behaviour, your disappointingly uncooperative response, and my 
call for an adequate conclusion.

SUMMARY
As is the case with my other letters, I expect certain requirements of you in response to this one.  I require 
detailed responses to the criticisms contained herein and in my previous correspondence, prepared with at 
least as much care and research as I’ve invested in preparing the criticisms in the first place.  I require you 
to represent my interests as a constituent and one of this policy’s stakeholders during party room 
deliberations on the matter, and I expect you to oppose any move by the ALP to introduce legislation to 
implement the Rudd “clean feed” policy.

In light of your nonperformance in respect of my requests about Senator Conroy’s unprofessional behaviour, 
I release you from any requirements to respond to those issues.  Nevertheless I remain disappointed by 
your regrettable prioritization of party loyalty over basic, common human decency, and I encourage you to 
surprise me with forthright condemnation of Senator Conroy’s conduct if you find it within yourself to do so.

Sincerely yours,

Mark Newton
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18 http://forums.whirlpool.net.au/forum-replies.cfm?t=1123716&p=35#r685 Copy of email received from ACMA by Mr. 
Matthew Law confirming an anti-abortion site’s status as “prohibited content”.  
http://www.crikey.com.au/Politics/20090123-So-Conroys-internet-filter-wont-block-political-speech-eh-.html “So Conroy’s 
Internet filter won’t block political speech, eh?” Stilgherrian, Crikey, 23 January 2009
http://techwiredau.com/2009/01/interview-user-submits-abortion-site-as-web-filter-test/ Interview with Matthew Law 
conducted by Ben Grubb, TechwiredAU, 24 January 2009

19 http://users.on.net/~newton/rudd-2009-01-22.pdf Letter from Mark Newton to the Hon. Kevin Rudd, MP
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